Cloudera Observability on premises Release

Notes

Date published: 2025-09-08
Date modified: 2025-10-16

CLOUD=RA

https://docs.cloudera.com/


https://docs.cloudera.com/

© Cloudera Inc. 2025. All rights reserved.

The documentation is and contains Cloudera proprietary information protected by copyright and other intellectual property
rights. No license under copyright or any other intellectual property right is granted herein.

Unless otherwise noted, scripts and sample code are licensed under the Apache License, Version 2.0.

Copyright information for Cloudera software may be found within the documentation accompanying each component in a
particular release.

Cloudera software includes software from various open source or other third party projects, and may be released under the
Apache Software License 2.0 (“ASLv2"), the Affero General Public License version 3 (AGPLV3), or other license terms.
Other software included may be released under the terms of alternative open source licenses. Please review the license and
notice files accompanying the software for additional licensing information.

Please visit the Cloudera software product page for more information on Cloudera software. For more information on
Cloudera support services, please visit either the Support or Sales page. Feel free to contact us directly to discuss your
specific needs.

Cloudera reserves the right to change any products at any time, and without notice. Cloudera assumes no responsibility nor
liahility arising from the use of products, except as expressly agreed to in writing by Cloudera.

Cloudera, Cloudera Altus, HUE, Impala, Clouderalmpala, and other Cloudera marks are registered or unregistered
trademarks in the United States and other countries. All other trademarks are the property of their respective owners.

Disclaimer: EXCEPT ASEXPRESSLY PROVIDED IN A WRITTEN AGREEMENT WITH CLOUDERA,

CLOUDERA DOESNOT MAKE NOR GIVE ANY REPRESENTATION, WARRANTY, NOR COVENANT OF

ANY KIND, WHETHER EXPRESS OR IMPLIED, IN CONNECTION WITH CLOUDERA TECHNOLOGY OR
RELATED SUPPORT PROVIDED IN CONNECTION THEREWITH. CLOUDERA DOES NOT WARRANT THAT
CLOUDERA PRODUCTS NOR SOFTWARE WILL OPERATE UNINTERRUPTED NOR THAT IT WILL BE

FREE FROM DEFECTS NOR ERRORS, THAT IT WILL PROTECT YOUR DATA FROM LOSS, CORRUPTION
NOR UNAVAILABILITY, NOR THAT IT WILL MEET ALL OF CUSTOMER’' S BUSINESS REQUIREMENTS.
WITHOUT LIMITING THE FOREGOING, AND TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, CLOUDERA EXPRESSLY DISCLAIMSANY AND ALL IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, QUALITY, NON-INFRINGEMENT, TITLE, AND
FITNESS FOR A PARTICULAR PURPOSE AND ANY REPRESENTATION, WARRANTY, OR COVENANT BASED
ON COURSE OF DEALING OR USAGE IN TRADE.



| Contents | iii

REEASE SUMMAIY ..ottt e e sre s et e e sreeeteenneeenseennen s 4
What's new in Cloudera Observability on premises 3.6.2..........cccceveevvveeieevneenne 4
What's new in Platform SUPPOIT.......co o 5
KINOWIN TSSUBS......eeeeie ettt e st e e e sn e e e e e nre e e s annneeeea 5
Deprecation Noticesin Cloudera Observability on premises 3.6.2...................... 6

PLEIFOIN BNA OS...ooorsevvevveeesssssssseesssssssssses s sssss s 7

Cloudera Observability on premises 3.6.2 CHF L.......ccocovvviiinniiienneeeeenee e 7



Release Summary

Cloudera Observability on premisesis a single pane of glass observability solution, continually discovering and
collecting performance telemetry across data, applications, and infrastructure components running in your on
premises deployment. It enables you to interactively explore and understand your existing environments, workloads,
clusters, and resources running in your on premises environment.

With advanced intelligent analytics and correlations, it provides insights and easy to follow recommendations that
reduce time to resolution of complex issues, help manage and optimize costs, and improve performance. Cloudera
Observability on premises also supports better financial governance by tracking and reporting on the costs associated
with your business’ cost centers.

Cloudera Observability on premises helps Administrators and Devel opers to:

» Watch and protect against budget overruns with its financial governance capabilities, allowing you to define cost
centers and chargeback reports.

» Keep workloads healthy with active system monitoring, so you not only know what’s going on right now, you'll
be comparing to previous trends and historical analysis, to predict issues before they happen, receive alertsto take
actions, and get automatic mitigations when possible.

« Improve performance with automations that help things run as best as they can, helping you optimize resource
utilization and improve performance. With recommendations, you'll get insights into how to tune, and with
custom autometic actions, Cloudera can be configured to auto-tune, your way.

e Maintain end to end health by identifying and eliminating bottlenecks that impact performance, while also
ensuring your entire system, from infrastructure to platform, and workload, is healthy and optimized.

» Get actionable insights through self-service analytics, putting easy to use visualizations into everyone’' s hands.

Cloudera Observability on premises collects and visualizes a wide range of metrics and health tests, enabling you to
do the following:

» Gaininsights on current and completed workload jobs and queries, resource consumption, and system
performance from a wide range of metrics.

« ldentify bottlenecks, performance, and resource health issues from awide range of hedlth tests.
« Address performance issues with performance tuning and prescriptive guidance and recommendations.

e Gainvishility into the workload resource costs of your environment’ s infrastructure with the Financial
Governance Chargeback feature.

» Define workload thresholds and consumption rules, create actions and aerts, and securely control user access,
with the Workload Views and Access Management features.

In this release, Cloudera delivers observability covering Hive, Impala, MapReduce, Oozie, and Spark.

Triggering actions across jobs and queries

Analyzing your environment costs with Cloudera Observability on premises cost centers
Classifying workloads for analysis with Workload Views

Assigning access roles in Cloudera Observability on premises

Hive, MapReduce, Oozie, and Spark Health Checks

Impala Health Checks

Review the new features and functionality improvementsin this release of Cloudera Observability on premises.
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What's new in Platform Support

The cost center part of the Financial Governance feature Ul is now revamped in Cloudera Observability on premises
3.6.2. For more information, see the Configuring the Cloudera Observability cost center criteria documentation.

Y ou can now identify inefficient Spark jobs that over-allocate CPU resources, such as viewing the top jobs by CPU
wastage or viewing the CPU consumption for the selected job.

Y ou can use the job cost analysis to gain insights into costs associated with different resources used by the query. For
more information, see the Query and job resource optimization using resource efficiency analysis documentation.

B Note: Currently, the Resource Efficiency Analysis feature for Spark only reports CPU inefficiencies.

Introduced Application Tags as new criteriafor defining Auto Action definitions for Private Cloud Base and Data
Hub type clusters. This criterion applies to the following scopes:

e Yarn Application

e Spark Application

* Map Reduce Job

e Tez Session

For more information, see the Creating an Auto Action event documentation.

Y ou must be aware of the platform support for the Cloudera Observability on premises 3.6.2 release.

RHEL 9

Current known issues and limitations in Cloudera Observability on premises.

Impala does not support super user configuration for the observability user for Apache Ranger -enabled
cluster

The observability user requires full privileges on the Observability cluster. Required services
such as Kafka, HDFS, HBase, and Hive support super user setup by specifying the ranger.plugin.
[service].super.users property to observability. However, this super user setup is not supported for
Impala

Manually add a new user named observability in Apache Ranger and assign full privileges.

» For information, see Adding a user in Cloudera Base on premises documentation.

» For information on granting user access using Apache Ranger, see Impala Authorization in
Cloudera Data Warehouse Runtime for Cloudera on premises documentation.

Exporting of Impala queriesfail for Telemetry Publisher with Cloudera Manager 7.11.3
Telemetry Publisher for Impala queries does not work with Cloudera Manager 7.11.3



https://docs.cloudera.com/observability/3.6.2/cluster-management/topics/obs-chargeback-configuring-your-observ-cost-center-criteria.html
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Deprecation Noticesin Cloudera Observability on premises 3.6.2

Upgrade Cloudera Manager from 7.11.3 to 7.11.3 cumulative hotfix 6 (CHF6) version to
successfully export Impala queries.

Auto Action trigger for Impala Engine

Impala Auto Action triggers do not work for the Kerberos-enabled Private Cloud base cluster
running on Cloudera Manager 7.9.5 and 7.11.3.

Upgrade Cloudera Manager to 7.11.3 cumulative hotfix 9 (CHF9) version.

Telemetry publisher test altus connection failsfor Cloudera Manager 7.11.3 hotfix (CHF6, 7, and 8)
versions

Test connection fails with the following error:

Exception in thread "mai n" java.lang. NoSuchMet hodError: 'com goo
gl e. common. col | ect . | nmut abl eSet com googl e. conmon. col | ect . | nmut a
bl eSet . copyOf (java. util. Coll ection)’

at com cl ouder a. cdp. http. Ht t pCodesRet r yChecker . <i ni t >( Ht t pCode
sRet ryChecker. java: 57)

at com cl oudera. cdp. client.Cdpd ient ConfigurationBuil der. <init>(
Cdpd i ent Confi gurati onBui |l der. java: 53)

at com cl ouder a. cdp. cli ent. Cdpd i ent Confi gurati onBuil der. default
Bui | der (CdpCl i ent Confi gur ati onBui | der . java: 400)

at com cl ouder a. cdx. cli ent. Test Dat abusConnect i on. mai n( Test Dat ab
usConnecti on. j ava: 55)

Thisissue only affects the test connection method.

Upgrade Cloudera Manager to 7.11.3 cumulative hotfix 9 (CHF9) version, and then start Telemetry
Publisher.

Adding a user
Impala Authorization

Platform support and features that will be deprecated or removed in this release or afuture release.

Itemsin this section are designated as follows:
Deprecated

Technology that Clouderais removing in afuture Clouderarelease. Marking an item as deprecated
gives you timeto plan for removal in afuture Clouderarelease.

Moving
Technology that Clouderais moving from afuture Cloudera release and is making available through
an alternative Cloudera offering or subscription. Marking an item as moving gives you time to
plan for removal in afuture Clouderarelease and plan for the alternative Cloudera offering or
subscription for the technology.

Removed

Technology that Cloudera has removed from Cloudera and is no longer available or supported as of
this release. Take note of technology marked as removed since it can potentially affect your upgrade
plans.



https://docs.cloudera.com/cdp-private-cloud-base/7.3.1/security-ranger-user-management/topics/security-ranger-users-groups-add-user.html
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Cloudera Observability on premises 3.6.2 CHF 1

The listed Operating Systems, databases, and instant client library are deprecated or removed from the Cloudera
Observahility on premises 3.6.2 release.

The listed databases are deprecated from the Cloudera Observability on premises 3.6.2 release:
* None

The following database is removed and no longer supported from the Cloudera Observability on premises 3.6.2
release:

* None

The listed operating systems are deprecated from the Cloudera Observability on premises 3.6.2 release:
* None

The following operating system is removed and no longer supported from the Cloudera Observability on premises
3.6.2 release:

e RedHat 7

e CentOS7

+ CentOS

. Note: RedHat 7 and CentOS Linux 7 has reached end of life. Ensure to migrate to RHEL /Oracle Linux or

any supported operating system before upgrading to Cloudera Observability on premises 3.6.2.

Know more about Cloudera Observability on premises 3.6.2 CHF 1. This cumulative hotfix was released on
November 13, 2025.

To download the latest Cumulative Hotfix 1 links, see the Downloading the installation files using the download
archive URL documentation.

OBS-9343: Email delivery for workload alerts may fail with certain SMTP server versions.
Thisissue is now resolved.

OBS-9470: Alert email " From Address' configuration and whitelisting

Currently, you cannot configure the From Address for Cloudera Observability on premises Alert
emails, which means you must whitelist the default sender address.

Y ou can now configure the Alert: Mail From Address.

You can aso override other default SMTP properties, if necessary, by using mail.smtp.* and mail.*
within the entities.properties parameter.

Stepsto configure Alert: Mail From Address:



https://docs.cloudera.com/observability/3.6.2/installation-upgrade/topics/obs-onprem-downloading-the-obs-onprem-installation-files.html
https://docs.cloudera.com/observability/3.6.2/installation-upgrade/topics/obs-onprem-downloading-the-obs-onprem-installation-files.html

Cloudera Observability on premises 3.6.2 CHF 1

1. Loginto Cloudera Manager

2. Click Cloudera Management Service
3. Search for Alert: Mail From Address
4. Add the email address

Stepsto override:

1. Loginto Cloudera Manager

2. Ontheleft navigation pane, search for Entities Server Advanced Configuration Snippet (Safety
Valve) for observability-conf/entities.properties

3. Override mail.smtp and mail.debug

These override properties are available in case you need to change the existing default properties.

Note: Your SMTP provider might adjust the actual From Address you use to comply
with their policies. Confirm that your chosen address is supported.
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